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FS3E: motivacao
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Problema 1: implementacao dos
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FS3E: motivacao

Entradas - / \
Problema 2: os métodos sao tipicamente

comparados apenas com técnicas

classicas de selecao de caracteristicas
__________ K /-.

[ Métodos de | " Modelos de | (
Et selegao de aprendizado de Visualializagao
SEaS caracteristicas | maquina | ‘
Wy \ \ /)
\ 4 y
L £ L
L L L
Saidas Datase't = d = Métricas de Graficos das
caracteristicas Sy e
avaliagao métricas

selecionadas
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FS3E: motivacao

Entradas - / \
Problema 3: os trabalhos utilizam apenas

poucos dafasets na avaliacao e a maioria

__________ Kdeles é defasado e pouco representativo./__

4 Exemplo (MT): dataset (D) com 11449 amostras
(5279 B € 6170 M).
Malwares: VirusTotal, VirusShare e Drebin.

Apps benignas: Google Play Store

\ J
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FS3E: etapas e fluxo de dados

-

Entradas Datasets de Parametros de /
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A4 y
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i métricas
selecionadas
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FS3E: etapa 1
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FS3E: etapa 2

g
Datasets de Parametros de /

Entradas i -
caracteristicas execucgao /

-

D SVM Modelos de %
A Random Forest ABEIRe Visualializagéo

________________________________________________________________ _—
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ROC AUC
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Entradas

Saidas

r

[

Datasets de
caracteristicas

FS3E: etapa 3
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execugao /
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selegcao de
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FS3E: etapa 3

ults f%osemidroid With Dataset in ..\datasets\originals\kronodroid_real_devic

80 A
/ Exemplo de\
i grafico de
métricas do
40 1 SVM e RF
Accuracy para o dataset
Precision 5
= Reeall KronoDroid /
F1_Score
ROC_AuC
0 - 1
RF

SVM

Values (%)

Model
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Dados dos Datasets Originais

Dataset Tipo Carac. @ Amostras Cars. % M/B
Adroit P 11476 166 29.8/70.2
Androcrawl P |, CAPI 96732 141 10.5/89.5
Android_perm P 26864 151  66.21/33.79
ssions
DefeseDroid P, I 11975 2938 50.1/49.9
Drebin-215 P, CAPI, CS, | 15036 215 37 /63
KronoDroid P, CS 78137 383 53 /47

12
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Dataset
Adroit

Androcrawl

Android_Permi
ssions

DefeseDroid

Drebin-215

KronoDroid

Dados dos Datasets Originais

Tipo Carac.

P
P, 1, CAPI

P

P,

P, CAPI, CS, |
P, CS

%MI/B
208 /70 2

Amostras Cars.

1147R 1RA

Tipos de caracteristicas:

P = Permissoes

| = Intencoes

CAPI = Chamadas de API
CS = Chamadas de Sistema

N %

78137

383 93 /47
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Dataset
Adroit

Androcrawl

Android_Permi
ssions

DefeseDroid

Dados dos Datasets Originais

Tipo Carac.
P

P, I, CAPI

P

P, |

~J

. .
Variacao significativa no

numero de amostras e

caracteristicas.

Amostras Cars.
11476 166
96732 141
26864 151
11975 2938
15036 215
78137 383

% M/B
29.8/70.2
10.5/89.5

66.21/33.79

50.1/49.9

37 /63
53 /47
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Dados dos Datasets Originais
Dataset Tipo Carac. @ Amostras Cars. % M/B
Adroit P 11476 166 29.8/70.2

Androcrawl / 1 10.5/89.5
Datasets desbalanceados

Android_Perm

66.21/33.79
issions Datasets com A\
desbalanceamento
DefeseDroid | inverso 3 50.1/49.9

Datasets balanceados
Drebin-215 5 37/ 63

KronoDroid P CS 78137 383 53 /47
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Dataset Adroit

Dataset Recall MCC AUC % Redu.
Ori;/ 0.0
A # amostras: 11476 0.60
FS| # caracteristicas: 166 82.63
JOW Tipo(s): Permissoes 71.86
39.52

Proporcao: 29.8% M /70.2% B

/ 26.95
SemiDromg UJ.0Y U.TZ OUU.Z20 89.22
MT 71.01 0.69 82.58 97.01

SigPID 67.64 0.74 82.98 97.01
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Dataset Adroit
Dataset Recall MCC ROC AUC % Redu.

Original 79.72  0.59 81.27 0.0
ABC 79.75 0.60 81.30 /MT o SigPID\
FSDroid 70.22 0.73 83.69 | tem excelente
JOWNDroid 1.96 0.04 50.46 taxa de
LR 73.00 0.72 84.25 reducao e
RFG 76.95 0.67 83.5f , metricas boas
SemiDroid 69.89 0.72 83.%48 Goe /
MT 71.01 0.69 82.58 97.01

SigPID 67.64 0.74 82.98 97.01
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Dataset Adroit
Dataset Recall MCC ROC AUC % Redu.

Original 79.72 0.59 8127 00
ABC 79.75 0.60 RFG consegue um
FSDroid 70.22 0.73 recall muito bom a

JOWNDroid  1.96  0.04 uma taxa de reducso
proxima de 30%

~

LR 73.00 0.72 :
RFG 76.95 0.67 83.55 26.95
SemiDroid 69.89 0.72 83.28 89.22
MT 71.01 0.69 82.58 97.01

SigPID 67.64 0.74 82.98 97.01
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Dataset Androcrawl

Dataset Recall MCC AUC % Redu.
Orig/ 0.0
A% amostras: 96732 1 .41
FS| # caracteristicas: 141 79.58
JOW Tipo(s): Permissoes, Intents, 78.17
94.37
Chamadas de API
84.51

Sem Proporgéo: 10.5% M/ 89.5% B 88 73
M S—— S /96.48

SigPID 87.01 0.89 93.19 95.77
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Dataset Androcrawl

|

taxa de reducido e métricas boas

FSDroid, LR, SemiDroid e SigPID com excelente }d”'

AbG—  JTO

U.JI

IJ4.£0

.41

| FSDroid 89.76 0.91 9456  79.58
JOWNDroid  1.03  0.03 5034  78.17

| LR 8710 0.89 9319  94.37
RFG 2568 0.42 6244 8451

| SemiDroid 86.51 0.90  93.01 88.73
MT 472 011 5197  96.48
SigPID  87.01 0.89  93.19 95.77
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Dataset Androcrawl
Dataset Recall MCC ROC AUC % Redu.

Original [ 0.0

O threshold de 0.8 do MT

ABC acaba selecionando 1.41
FSDroid caracteristicas menos 9.58
JOWNDroid| relevantes para datasets muito [8.17
LR desbalanceados (1M para 9B) )4 37
RFG s gz oz.44 84.51
SemiDroid 86.51_/0.90 93.01 88.73

MT 472 011 5197  96.48 |

SigPID 87.01 0.89 93.19 95.77
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Dataset Android_Permissions

Dataset Recall MCC UucC % Redu.
Or)f/ 0.0
} # amostras: 26864 .32
"< H# teristicas: 151 [
Jow caracteristicas: 6
Tipo(s): Permissoes 161

I Proporgio: 66.21% M/ 33.79% B P93

Ser 3.82
W7.37

SigPID 98.93 0.08 51.11 71.71
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Dataset Android_Permissions
ROC AUC

Dataset Recall MCC
Original 89.76 0.15
/ Dataset com \V 15

desbalanceament |-13
J( o inverso e .06
caracteristicas
compostas _
SemiDroi . 0.10
MT 100.00 0.00

SigPID

98.93
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55.67
55.24
53.63
51.37
51.45
50.61
52.56
50.00
51.11

% Redu.

0.0

1.32
71.05
54.61
54.61
85.53
88.82
97.37
71.71




Dataset DefenseDroid
uc

Dataset Recall MCC

o

# amostras: 11975

% Redu.

S

FS

Jow # caracteristicas: 2938

Tipo: Permissoes, Intents
Proporcao: 50.1% M /49.9% B

S
erkh\.\ — —— - 9.79

SigPID 86.12 0.80 89.84 97.57

——

VII Workshop Regional de Segurancga da Informagao e de Sistemas Computacionais (WRSeg 2023) 24



Dataset DefenseDroid

Dataset Recall MCC ROCAUC % Redu.
Original 91.00 0.85 92.39 0.0
ABC 90.70 0.84 91.98 3.09
FSDroid 85.05 0.77 88.57 98.89
JOWNDroid 57.50 0.50 73.57

LR Dataset balanceado leva a taxas
RFG agressivas de reducao
SemiDroid . . 9Z.
MT 86.27 0.63 81.40

SigPID 86.12 0.80 89.84
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Dataset DefenseDroid
Dataset Recall MCC ROC AUC % Redu.

Original 91.00 0.85 92.39 0.0
ABC 90.70 0.84 91.98 3.09
| FSDroid 85.05 0.77 8857  98.89
JP\AII\Inmid R7 BN N &N 73 K7 54 97
FSDroid e SigPID conseguem taxa de 9.08
reducao acima de 97% e taxas de 99 24
L classificacao muito boas 0.96
MT 86.27 0.63 81.40 99.79

SigPID 86.12 0.80 89.84 97.57
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Dataset Drebin-215

Dataset Recall MCC UC % Redu.
C)r)’gamos.tras: 15036 (;8

Fé # caracteristicas: 215 ):74

JOW Tipo(s): Permissoes, Intents, 1.26

Chamadas de API, Chamadas .19

Se: de Sistema 322

Proporcao: 37% M/ 63% B /§0.28
sé\ 0.28
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Dataset Drebin-215

Dataset Recall MCC ROC AUC % Redu.

Original 97.50 0.97 98.53 0.0
ABC 97.50 0.97  98.53 0.0
FSDroid ~ 88.03 0.87 9259  90.74
JOWNDroid 59.01 0.56 7573  84.26 |

LR ~_0.86 92.45 85.19

RF{" JOWNDroid obteve um pessimo 80.56
Semi desempenho 89.35
\V/ I R —— ~90.28

SigPID 90.55 0.89 93.98 90.28
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Dataset KronoDroid
Dataset Recall MCC

UC % Redu.

Ori
/; amostras: 78137

FS # caracteristicas: 383
JOV Tipo: Permissoes, Chamadas de

Sistema

genn Proporcgéao: 53% M/ 47% B

e 68

SigPID 93.69 0.87 93.59 93.73
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Dataset KronoDroid

Dataset Recall MCC ROC AUC % Redu.

Original 97.30 0.95 97.62 0.0
ABC 97.17 0.95  97.48 1.39
FSDroid ~ 93.92 085 9257  88.85
JOWNDroid 93.07 0.3 5411  77.35 |

LR 94.20 0.87/\6% 64.11

RF( Novamente, JOWNDroid obteve | 92.33
Semi um péssimo desempenho 89.55
1V, S — S —— ~ 96.52

SigPID 93.69 0.87 93.59 93.73
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Dataset KronoDroid

Dataset Recall MCC ROCAUC % Redu.
Original 97.30 0.95 97.62 0.0
ABC 9717 0.95 97.48 1.39
FSDroid 93.92 0.85 92.57 88.85
JOWNDroid 93.07 0.13 54.11 77.35

L Novamente, SigPID consegue ) 64.11
RF(  excelentes resultados para 92.33
Semi datasets balanceados 89.55
MT 96.52

SigPID 93.69 0.87 93.59 93.73
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Metodos mais estaveis (FSDroid)

Dataset Recall MCC ROC AUC # Car. % R.

Adroit /~ 83.69 29 82.63
ey 94.56 29 79.58
reducao e
DefenseDrc taxas de 88.57 32 98.89
classificacao
Drebin-21\ . ito boas | 92.59 20 90.74
KronoDroio— .. _.s5| 92.57 32 88.85
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Metodos mais estaveis (SemiDroid)

Dataset Recall MCC ROCAUC #Car. %R.

Adroit a X 83.28 18 | 89.22
e

Altas taxas d

Androcrawl reducdo e 93.01 16 88.73

Defensedroid taxas de 92.11 289 | 89.96
T

Drebin-215 | - oo noaedo 93.91 23 | 89.35
muito boas

KronoDroid /| 95.66 30 | 89.55
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Consideracoes Finais

/ FS3E V1 \ ] Datase’ts _de / / / \ \
D S|gP|D caracteristicas FS3E V2 Framework
J SigAPI J ABC FS3E (v2)
O RFG FSDroid com 9
a JOWMDroid SemiDroid e metodos de
@ LR Métodos de MT A/ Selegao /
Etapas selegé’o Qe aprenfiiz§do de Visualializagao
caracteristicas maq{ma J
Saidas KcaDrzt;z(:itsst::eas ) Métricas de ) Graficos das
avaliagcao métricas

selecionadas
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Consideracoes Finais

e /nsights importantes sobre métodos de selecao
e FSDroiod e SemiDroid exibem maior

estabilidade e capacidade de generalizacao
e RFG e MT performam mal em datasets com

caracteristicas elaboradas por especialistas
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Trabalhos Futuros

e |ncorporacao de mais metodos de selecao de
caracteristicas

e Inclusao de datasets modernos e atualizados

e Utilizacao de técnicas de explicabilidade (XAl)

e Avaliar os metodos em ambientes de tempo real

e Investigar efeito de ataques adversariais
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Obrigado!

Avaliacao de Métodos GitHub
com FS3E (v2) FS3E (v2)
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