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Aplicativos de Identificacao
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Aplicativos e Mecanismos de Verificacao




Estudo de Caso: SESC-RS
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Estudo de Caso: SESC-RS




Automacao e Seguranca Residencial
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Automacao e Seguranca Residencial




O problema: codigos estaticos




Objetivo: codigos dinamicos
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Desafio: segurancga e usabilidade
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Desafio: posse
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Protocolo de identificagao e vinculo

e |dentificar usuarios

e Vincular identidade ao aplicativo e dispositivo

e Gerar chave mestra
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Protocolo de identificagcao e vinculo

. Client — Server

P, — ==y

Secure connection to the Server

Server — Client
Server — Client
Server — Client

Client, Server

[CODE_TLS, code]

[CODE_SMS, codes]
[CODE_EMAIL, codes]

KT1 + H(K||code, ||codes||codes)

Client — Server

[Client, nonce, E g1 (IMELapp_rnd)], HMAC k711

Client, Server

KT2 <+ HUIMEI||app-rnd||KT1)

Server — Client

[Server, nonce, Exro(srv_rnd)], HMAC k1o

piHg |2 BN

Client, Server

KM + H(KT1||Kps||[IMEI||apprnd||srv_rnd)

10. Client — Server

[Client, VM, nonce, Ex y(mk_rnd)], HMACk s

11. Server — Client

[Server, V.M, nonce, Exy(mk_rnd + 1)], HMAC ks
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Protocolo de identificagcao e vinculo

. Client — Server

Secure connection to the Server

Server — Client

Server — Client

AW

Server — Client

Client, Server

[CODE_TLS, code]
[CODE_SMS, codes]
[CODE_EMAIL, codes]

: KT1 + H(K||code, ||codes||codes) |

Client — Server

[Client, nonce, E g1 (IMELapp_rnd)], HMAC k711

Client, Server

KT2 <+ HUIMEI||app-rnd||KT1)

Server — Client

[Server, nonce, Exro(srv_rnd)], HMAC k1o
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Client, Server

KM + H(KT1||Kps||[IMEI||apprnd||srv_rnd)

10. Client — Server

[Client, VM, nonce, Ex y(mk_rnd)], HMACk s

11. Server — Client

[Server, VM, nonce, Ex/(mk_rnd + 1)], HMACk )\, 14




Protocolo de identificagcao e vinculo

. Client — Server
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[CODE_TLS, code]
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KT1 + H(K||code, ||codes||codes)
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Client, Server
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[Server, V.M, nonce, Exy(mk_rnd + 1)], HMAC ks 15




Protocolo de identificagcao e vinculo

. Client — Server

Secure connection to the Server

Server — Client
Server — Client

Server — Client

[CODE_TLS, code]
[CODE_SMS, codes]
[CODE_EMAIL, codes]
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Protocolo de identificagcao e vinculo

. Client — Server  Secure connection to the Server

Server — Client [CODE_TLS, code]

Server — Client [CODE_SMS, codes]

Server — Client [CODE_EMAIL, codes]

Client, Server KT1 + H(K||code, ||codes||codes)

Client — Server  [Client, nonce, E g1 (IMELapp_rnd)], HMAC k711
Client, Server KT2 <+ HUIMEI||app-rnd||KT1)

Server — Client  [Server, nonce, Exro(srv_rnd)], HMAC g7

. Client, Server KM + H(KT1||Kzs||[IMEI||apprnd||srv_rnd)
10. Client — Server |[Client, V.M, nonce, Ex (mk_rnd)], HMACk
11. Server — Client [Server, V.M, nonce, Exp;(mk_rnd + 1)], HMAC ks
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Desafio: “identidade”
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Protocolo de autenticagao/verificacao

e Esquema de autenticacao simples
e Gerador de cddigos dinamicos e unicos

e |nicializacao utilizando a chave mestra
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Protocolo de autenticagao/verificacao

Opens the identification application

QR Code = [ld, iA], HMACOT AC

Brings the QR Code closer to the Turnstile

4. Turnstile
3.

6.

Reads the QR Code
Updates the OTAC «H!4~*°(OTAC)
Checks HMAC using the OTAC as key

N\
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Protocolo de autenticagao/verificacao

o Em mm mm =

Opens the identification application
QR Code = [ld, lA], I‘IMACOT AC
Brings the QR Code closer to the Turnstile

4. Turnstile
3.
6.

Reads the QR Code
Updates the OTAC «H!4~*°(OTAC)
Checks HMAC using the OTAC as key

N\

\_————_
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Protocolo de autenticagao/verificacao

1. User Opens the identification application
2. QR Code = [1d, 1A], HMACorac
3. Brings the QR Code closer to the Turnstile
4. Turnstile Reads the QR Code
5. ____ Uplsieshe OTAC CHUHOTA)

6. Checks HMAC using the OTAC as key
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Caso de uso: catracas eletronicas
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(e.g. QR Code) para
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Caso de uso: fechaduras inteligentes
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Usuario aproxima

OTAC) da fechadura
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smartphone (e.g. NFC +

)

'NJ/)

24



Verificagao automatica com Scyther

Claim

Auth4App

Done.

Client

Server

Scyther results : verify

Auth4App,Client1

Auth4App,Client2

Auth4App, Client3

Auth4App,Client4

AUthMpp:SEfver 1

Auth4ApP,56fVer2

Auth4App,Server3

Auth4App,Server4

SecretKT1

SecretKT2

Secret KM

Nisynch

SecretKT1

SecretKT2

Secret KM

Nisynch

Status

Ok Verified
Ok Verified
Ok  Verified
Ok  Verified
Ok  Verified
Ok Verified
Ok  Verified
Ok  Verified

X
Comments
No attacks.

No attacks.
No attacks.
No attacks.
No attacks.
No attacks.
No attacks.

No attacks.
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Experimentos - ambiente

Requisicao de dados de usuario

L

Registro

[ Catraca j

Autenticacao

[ Usuario J
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Experimentos - resultados

e Geracaode QR Code =9,17/ms
e Leitura e manipulacado de QR Code = 5,34ms
e Verificacao do OTAC = 0,04ms

e Calcularum OTAC =0,03ms
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Trabalhos futuros
Hardware-assisted security com TEES

Modelagem de ataques sofisticados

Verificagao formal (e.g., Tamarin)

Gerenciamento de provas formais (e.g., Coq)
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