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Redes SDN

e Redes 5G
o Virtualizagcdo de rede

o Networking Slicing

e CI/CD
e Orquestracdo
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Configuracoes

Fonte: Adaptado de AWS.
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Seguranca em Redes SDN

Centralizag¢do -> Ponto de falha
Problema do Acoplamento de Switches
Limitacdo de TCAM

Negac¢do de Servico (DoS)

o Alta Taxa

o Baixa Taxa

MSBSco



Motivacao

SD-R@

Fonte: ONF.

aa RAN

MONITORING AND MEASUREMENT Fonte: RNP.

Software Defined Traffic Measurement with OpenSketch, Minlan Yu, Lavanya Jose, Rui Miao, NSDI 2013

FlowSense: Monitoring Network Utilization with Zero Measurement Cost, Curtis Yu, Cristian Lumezanu, Vishal Singh, Yueping Zhang,
Guofel Jiang, Harsha V. Madhyastha, PAM 2013

Software-defined Latency Monitoring in Data Center Networks, Curtis Yu, Cristian Lumezanu, Abhishek Sharma, Qiang Xu, Guofel
Jiang, Harsha V. Madhyastha, PAM 2015

%SBSG%24 Fonte: ONF.



Motivacao

SECURITY

Ethane: Taking Control of the Enterprise, Martin Casado, Michael J. Freedman, Justin Pettit, Jianying Luo, Nick McKeown, Scott
Shenker, Sigcomm 2007

Resonance: Dynamic Access Control in Enterprise Networks, Ankur Nayak, Alex Reimers, Nick Feamster, Russ Clark, WREN 2009

OpenFlow Random Host Mutation: Transparent Moving Target Defense using Software Defined Networking, Jafar Haadi Jafarian,
Ehab Al-Shaer, Qi Duan, HotSDN 2012

CLOUD

Effective Resource Control Strategies using OpenFlow in Cloud Data Center, Adami D., Martini B., Antichi G., Giordano S.,
Gharbaoui M., Castoldi P, IFIP/IEEE IM 2013

On Virtualization-aware Traffic Engineering in OpenFlow Data Centers networks, Gharbaoui M., Martini B., Adami D., Antichi G.,
Giordano S., Castoldi P,, IFIP/IEEE NOMS 2014

Applying NOX to the Datacenter, Arsalan Tavakoli, Martin Casado, Teemu Koponen, Scott Shenker, HotNets 2009

%SBSG%24 Fonte: ONF.



Problemac(s)

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
A03:2021-Injection
A04:2021-Insecure Design
A05:2021-Security Misconfiguration

Fonte: OWASP.
Conferences > 2020 IEEE 28th International ... @

Misconfiguration Checking for SDN: Data Structure, Theory and
Algorithms

Publisher: IEEE

%5856824 Fonte: IEEXPLORE.
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Desafio(s)

Fonte: 8icons.

2

Limitacoes Humanas

MSBSco

Fonte: 8icons.

Complexidade
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Solucao Proposta
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Solucao Proposta

Define ataques e

configuragdo

Attack1.py
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- | CLI
Attack2.py Attacks Output
: A Syslog
— Main.py T
BN [ S —
Config.py Configs Results.log Results

"Attacks": {"Attack1",
"Attack2"}
llParamIl: {IIIPII, IIIPII}

MSBSco24



Solucao Proposta

MSBSco

Attack1.py

Attack2.py

>
>

Attacks

Yy
>

Config.py

"Attacks™: {"Attack1”,

"Attack2"}

Configs

"Param™: {"IP", "IP"}

Executa o fluxo
principal

Y

Results.log Results
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Solucao Proposta Saidas

MSBSco24

— =

Attack1.py
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— Main.py
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Config.py Configs Results.log Results
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llParamll= {l'l PII, III Pll}
15



Avaliacdo - Testes

MAC Address Flooding
TCP SYN Flood

UDP Flood

ICMP Flood

MSBSco

Ataques
Utilizados nos

festes
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. ~ ONOS + Mininet -
Aval 1I0CAO - Testes Topologia de

Teste

ONOS Summary

Version 3.0.0.b'0a8617406a\r

Devices 5
B \ \ Links 28
11' ‘. ) — 4 Hosts 0
En; - i Topology SCCs 1
Intents 0
Flows 60

MSBSca 17



Avaliacdo - Testes Configuragdo

de 2 ataques

ATTACK_SCRIPTS = [
{'module’: 'macof attack’', 'params’': {'interface': "INTERFACE'}},
{'module’: "hping attack’', ‘params’': {'target’': 'IP", 'interface’': "INTERFACE'}},

AN rr1Iano mnai c ~ 4 =~ 10 el e ~ O NOroccanitn
# A lone mals atagues con « ha

TARGET INFO = {
'IP': '10.0.0.5°,
*INTERFACE': 'h5-eth@’

MSBSco



Avaliagcao - Testes

1ATTACK_SCRIPTS = [

p {'module': 'syn_flood_attack', 'params': {'target_ip': 'IP', 'target_port': 'PORT',
'duration': 'DURATION'}},

3 {'module': 'icmp_flood_attack', 'params': {'target_ip': 'IP', 'duration':
'DURATION'}},

4 {'module': 'udp_flood_attack', 'params': {'target_ip': 'IP', 'target_port': 'PORT',
'duration': 'DURATION'}},

5 {'module': 'hping_attack', 'params': {'target_ip': 'IP', 'interface': 'INTERFACE'}},

6 {'module': 'macof_attack', 'params': {'interface': 'INTERFACE'}}

71

8

9 TARGET_INFO = {|

10 "IP': '10.0.0.16", = ~

11 s Configuracao

12 'DURATION': '10', de 5 ataques

13 "INTERFACE': 'hl16-etho'’

14}




Avaliagcao - Testes

2732024-06-18
10.0.0.16,
2742024-06-18
enviados.
2752024-06-18
2762024-06-18
concluido.
277 2024-06-18

2782024-06-18

Logs de Saida

21:21:22,444 - attack_scripts.udp_flood_attack - INFO - Iniciando ataque UDP Flood no IP
porta 80 por 10 segundos
21:21:32,455 - attack_scripts.udp_flood_attack - INFO - Ataque UDP Flood concluido. 293 pacotes

21:21:32,458 - __main__ - INFO - Ataque udp_flood_attack concluido com sucesso em 10.01 segundos
21:21:32,458 - results.result_logger - INFO - Resultado do udp_flood_attack: Ataque UDP Flood
293 pacotes enviados.

21:21:32,458 - __main__ - INFO - Executando ataque: hping_attack com parametros: {'target_ip':
'10.0.0.16', 'interface': 'h16-etho'}

21:21:32,459 - attack_scripts.hping_attack - INFO - Executando Hping no IP 10.0.0.16 atraves da

interface h16-eth® com timeout de 30 segundos

2792024-06-18
2802024-06-18

MSBSea

21:22:02,523 - attack_scripts.hping_attack - ERROR - Hping expirou apos 30 segundos
21:22:02,523 - __main__ - INFO - Ataque hping_attack concluido com sucesso em 30.06 segundos

20



Avaliacdo - Testes

Negacao de
Oops! s ervi g o
Web-socket connection to server closed...

Try refreshing the page.

MSBSeo



Avaliag¢do - Ganhos de Tempo

TEMPO

5 Scripts
Manual 3min19s
Ferramenta Tmin34s

MSBSca2/

Ganho de 53,8%
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Avaliag¢do - Ganhos de Tempo

2 Scripts

Manual Tmin40s

Ferramenta TMmin05s

Ganho de 111,7%

MSBSca2/
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Consideracoes finais

e Negacdo de servigo € perigo real

e Livrar de erros humanos - Facilidade de uso

e Ganho de tempo na automacgao

e Aplicacdo da Ferramenta no Testbed do
OpenRAN Brasil

MSBSco
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Trabalhos futuros

e Novos ataques - focados em SDN

e Visualizacdo para os logs

e Testes em ambientes reais de CI/CD
e Melhorias técnicas do coédigo

e Melhorias de interface

MSBSco
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