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A Model-Driven Approach for Real-time Role-Based
Communication
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Abstract. Recent years have seen the inception of many domain-specific mod- focelve.0L00
elling languages, enabling to overcome some of the main difficulties found in
software development. The use of models has a particular impact on the imple-
mentation phase, as models tend to be closer to the problems to be solved than Médico
code. This paves the way to enable application construction by non-experts in especialista Clinico geral

software development, such as domain specialists. In this paper, we exploit the
use of models in the domain of real-time communication, which poses signifi-
cant challenges for application construction due to the multitude and intricacy
of the technologies involved. We propose RBCML, a communication modelling
language for the high-level specification of real-time communication sessions
based on the roles that users play in the sessions. The language is processed
using a combination of partial code generation and dynamic model interpre-
tation, resulting in the construction of fully functional communication applica-
tions. The paper describes RBCML and its implementation on top of W3C's Web Figura 3.4: Modelagem do cendrio de consulta médica com a G-
Real-Time Communication protocols (WebRTC). An evaluation is presented to RBCML.

compare the use of RBCML with code-based development and to characterize
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WebRTC

RFC 8825
Overview: Real-Time Protocols for Browser-Based
Applications

Abstract RFC 8826
Security Considerations for WebRTC

This document g
that can be depl¢

Abstract

WebRTC is a protocol sul
communication on the V

threats of WebRTC in th:' Abstract

This document defines the security architecture for WebRTC, a protocol suite intended for use with real-time
applications that can be deployed in browsers -- "real-time communication on the Web".

RFC 8827
WebRTC Security Architecture
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Ameacas

Violag¢do da Integridade
Violag¢do da Confidencialidade
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Ameacas

Violag¢do da Integridade
Violag¢do da Confidencialidade
Violag¢do da Autenticacdo
Violag¢do da Autorizagdo
(Papéis RBCML)

Violag¢do das restricdes de
fluxo de midia impostas pelo

modelo RBCML
o SDP Munging
o Fluxo de dados brutos (“blobs”)
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Seguranca herdada de WebRTC
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Seguranca em sessoes RBCML

Servidor
0 P . 3
‘ (0) e Fluxo de Audio e Video
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Comunicacdo il Seguranca
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Seguranca em sessoes RBCML

Servidor

0 . . .
(©) e Fluxo de Audio e Video

Sinalizagdo Conexdo
(1) (2)

If a stream is offered as sendonly, the corresponding stream MUST be
marked as recvonly or inactive in the answer. If a media stream is
listed as recvonly in the offer, the answer MUST be marked as
. - sendonly or inactive in the answer. If an offered media stream is
listed as sendrecv (or if there is no direction attribute at the
Comunlcngo < Segurqngq media or session level, in which case the stream is sendrecv by
(4) (3) default), the corresponding stream in the answer MAY be marked as
sendonly, recvonly, sendrecv, or inactive. If an offered media
stream is listed as inactive, it MUST be marked as inactive in the
answer.

RBCML? RFC 3264 (SDP)
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Seguranga em sessoes RBCML

‘

Slndllzagao Conexdo
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e Fluxo de dados brutos

Browsers MAY permit the formation of data
(4) (3) channels without any direct user approval.
Because sites can always tunnel data through

Comunicacao Pl Seguranca

the server, further restrictions on the data

RBCML? channel do not provide any additional

security. (See Section 6.3 for a related issue.)

%SBSG%QA RFC 8827 (Arg. Seguranca WebRTC)
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Seguranga em sessoes RBCML

‘

Slndllzagao Conexdo
(1) @) o Assinatura de codigo

e Fluxo de dados brutos

o Verificacdo do outro par

Browsers MAY permit the formation of data
(4) (3) channels without any direct user approval.
Because sites can always tunnel data through

Comunicacao Pl Seguranca

the server, further restrictions on the data

RBCML? channel do not provide any additional

security. (See Section 6.3 for a related issue.)

%SBSG%QA RFC 8827 (Arg. Seguranca WebRTC)
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Proximos passos

e Experimentacdo dos aspectos de seguranca
o Ataques ao processo de sinalizagdo
o Formas de controlar o fluxo de dados crus

e Aplicacdo das medidas de seguranca na implementacéo
de sessdes RBCML
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Trabalhos futuros

e Explorar a seguran¢a de outras aplicacdes que usam
WebRTC
o Jogos, Peer-to-peer Distribution Networks (PDNs),
acesso remoto, realidade aumentada etc.

e Identificar outros cendrios em que € viavel usar RBCML
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