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INTRODUCTION

● Authenticated Integrity
● Safety & Security
● Chains of Trust
● HRoT
● Conditional Control Flow
● Immutability 
● Self-Tests (Weak)
● Revocation
● Cloning



& the choice to be vulnerable.
TRUST

RoT Storage (RoTS)
RoT Reporting (RoTR)
RoT Measurement (RoTM)

● Risk & Trust boundaries?
● Trustworthiness?



CONTEXT

SOLUTIONS



Backward Compatibility
Supports legacy Line Replaceable Units (LRUs) 
without requiring major upgrades.

Security Through Transparency
Clear and verifiable security processes to 
enhance trust.

Future-Proof Design
Adaptable to address evolving threats and 
vulnerabilities.

Immutable Root of Trust
Ensures a tamper-proof foundation for security 
operations.

Resolder-Resistant Protection
Physical security measures to resist hardware 
tampering and resoldering attacks.

High Performance
Optimized for speed and low-latency 
cryptographic operations.

Interoperability
Replaces TPMs & Integrates with diverse 
hardware and software systems.

FIPS 140-3 Compliant
Meets standards for cryptographic hardware 
modules.

Efficient Patch Management
Supports updates and vulnerability patches 
without compromising security.

REQUIREMENTS



Programmable Hardware 
Siloed Engine



IAP



SECURE BOOT
Validates images before they are allowed to execute. 

● WORM
● SHA3… 2… 1
● RSA, ECDSA
● Time to ML-DSA & SLH-DSA?
● Cost?



BENCHMARKING

● No Fairness
● KECCAK
● Instruction vs Synthesis
● Monte Carlo
● SPI



FUTURE WORK

● Power Analysis
● Mitigations as a Testable Requirement
● PCB Design
● LoadVaulT32 Integration
● ML-DSA, SLH-DSA & ML-KEM
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