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Motivagao

Analise baseada em logs de ataques de DDoS

R R *j SAMPIRIng.10g
1 #Software: Microsoft Internet Information Services X.X

Z | #ersion: X

3 #Date: 2010-03-24 @7:00:01

4 #Fields: date time s-sitename s-computername s-ip cs-method cs-uri-stem cs-uri-guery s-port c:
S 2010-03-24 07:00:01 ZZZZC941948879 RUFFLES 222.222.222 232 GET

6 2019-93-24 B7:00:23 ZZZZC941948879 RUFFLES 222.222.222.222 GET

7 2010-93-24 07:00:32 ZZZZ(941948879 RUFFLES 222,222,222 222 GET .
& 2010-03-24 07:00:32 ZZZI(941948879 RUFFLES 222.222.222.222 GET /grep-options.gif - 8@ - 217.2:
9 | 2010-03-24 07:00:32 I7Z7(941948879 RUFFLES 222.222.222.222 GET /terminal-cat.gif - 8@ - 217.2:
10 2010-93-24 07:00:32 ZZZZ(941948879 RUFFLES 222.222.222.222 GET /terminal-pwd-cd.gif - 8@ - 217
11 2010-03-24 07:00:39 IZII(941948879 RUFFLES 222.222.222.222 GET . ~780 - 95.55.207.98
12 | 2010-93-24 07:00:39 ZZIZC941948879 RUFFLES 222.222.222.222 GET 1 - 8@ - 173.45.2:
13 2019-93-24 @7:00:43 ZZZZC941948879 RUFFLES 222.222.222.222 GET

14 2010-03-24 07:00:44 ZZIIC941948879 RUFFLES 222.222.222.222 GET

15 | 2010-93-24 07:00:44 ZZZZ(941948879 RUFFLES 222.222.222.222 GET

16 2019-83-24 @7:00:44 ZZ77C94194B879 RUFFLES 222.222.222 222 GET flr_r!g_flago jpg - SB - 98.88.35.1
17 2019-03-24 07:00:44 ZZZIC941948879 RUFFLES 222,222,222.222 GET /img/input-emailsend.jpg - 80 -

15 2010-03-24 @7:
19 2010-03-24 @7:
28 2019-03-24 g:
21 2010-03-24

ZZZIC941948879 RUFFLES 222.222.222.222 GET hmgesa’cm ebook-banner. gif - &
ZZZ702341948879 RUFFLES 222.222.222.222 GET Jpg - 80 - 98.88.35.13:
ZZZIC241948879 RUFFLES 222.222.222.222 GET .jpg - 8@ - 98.BB.3%
2770941948879 RUFFLES 222.222.222.222 GET /Z1things/checkout-login.gif -
22 | 2010-03-24 07: 2277C941948879 RUFFLES 222.222.222.222 GET /img/topnav-contact.jpg - 80 -
23 2018-@3-24 07: ZZ7770941948879 RUFFLES 222.222.222.222 GET /21things/portent-email-sub.git
24 2019-@3-24 07.00:45 ZZZICN19488?9 RUFFLES 222.222.222.222 GET pg - 8@ - 98.88.3!
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Motivacao

* Analise baseada em logs de ataques de DDoS
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Problema

* Analise pos-intrusao de ataques de DDoS
- Baseada em dados néao estruturados (logs)
- Complexa
- Grande volume de dados

* Pilha ELK

- Solugdes com objetivo especifico
- Poucas ferramentas com abordagem ponta a ponta
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Solucao Proposta
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Logstash Pipeline

 Algoritmo para identificacdo de ataques

- Caracteristicas de ataques de DDoS
- Arquivo JSON com os vetores de ataque
- Indexacao, armazenamento e visualizacao
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Identificacao de ataques de DDoS

 Definir o alvo dos ataques
- I[P destino com a maior quantidade de pacotes recebidos

« Evidenciar uma inundacao de trafego
- Quantidade de SYN e SYN/ACK recebidos

* Definicao dos vetores de ataque de DDoS
- IP origem/destino, protocolos, portas e timestamp
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Resultados

« Ambiente de loT

@ 00:50:568be:bf:1a

@ 00:50:56he:3%ee
@ 00:50:56be:c0:38
@ 00:50:56be:02:54

00:50:56:be:02:54 (21.9%)

00:50:56:be:bf:1a (30.81%)

00:50:56:be:c0:38 (22.36%)

00:50:56:be:8%ee (24.83%)
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Resultados

« Booter (DDoS-as-a-Service)
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Consideracoes Finais

 Algoritmo eficiente para identificacao de ataques
« Abordagem ELK de ponta a ponta

 Trabalhos futuros

- Analise de DDoS em tempo real
- Restricoes da plataforma computacional
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