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Experimentos

LUFlow Dataset: 20 dias de monitoramento (2021/2022)

- Dispositivos IoT
- Honeypots

Recente, abrangente e realistico

Table 1. LUFlow features selected

Features

Descriptions

bytes_in

Cumulative number of bytes received

bytes_out

Cumulative number of bytes sent

dest_port

Flow’s receiver port number

entropy

Flow’s data entropy in bits per byte

num_pkts_out

Cumulative number of packets sent

num_pkts_in

Cumulative number of packets received

proto

Protocol number

src_port

Sender’s port number

total_entropy

Entropy from all data fields of the flow in bytes

%SBSG%24 avg ipt

Average of the flow’s inter-packet transmission time
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Experimentos ESP32-S3

Designed for AloT applications

2.4 GHz Wi-Fi and Bluetooth 5 (LE)
Powerful Al acceleration
Reliable security features

DSP para aceleracdo via hardware
Registradores de 128 bits

Single Instruction Multiple Data

APLem C S

Tensorflow Lite

Figure 3. loT device with an ESP32S3 chip.
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Figure 4. Average inference time.
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Figure 6. Model sizes based on the number of parameters.
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Consideracoes finais

e Viabilidade de Network Intrusion Detection on-device

e Arvores de deciséio parecem boa escolha
o Bom tradeoff tamanho/laténcia/acuracia

e Quantizagdo e normalizagdo s@o gargalos para modelos enxutos
o Buscar evitar essa necessidade
o Arvores de deciséo nédo requerem normalizacdo

e Converter de frameworks python para cédigo nativo com

acelerag¢do por hardware nem sempre é facil

MSBSco24 22



Trabalhos futuros

e Fundir datasets para aumentar capacidade de

generalizagdo
e Acelerar arvores de decisdo

e Suportar mais arquiteturas de microcontroladores

MSBSco
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