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Presentation
Web-signatures Platform:

● Wide adoption
● Practicality
● Security risks (secrecy doc.)
● Data protection and secrecy law

Secrecy by Claude Shannon 

● Existence of the message (SST-1)
● Equipment or techniques (SST-2)
● Concealment with cryptography (SST-3)



3

Existing/traditional Model
For Signature Web-platforms
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The problem
- Exposure of “Sensitive” Documents;

- Compromise of Private Keys (new paradigm?!);

- Compliance with Regulations:
- GDPR and LGPD;
- Industrial Property;
- Professional secrecy;
- Espionage Law;
- Freedom of Information Act (FOI).
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Proposed Model
For Signature Web-platforms
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Model Implementation

● Javascript 
● Webcrypto library

Legacy Compatible:
● ISO-32000
● PAdES
● x.509 certificate
● RFC 5280 certificate standards
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Application Flow
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Signature Interoperability (1/3)
Results and Discussion
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Execution Times: Client-Side Signature (2/3)
Results and Discussion
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Execution Times: Client-Side Signature (2/3)
Results and Discussion
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General Analysis (3/3)
Results and Discussion
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Final Consideration
Enhancing document secrecy and eliminating private key exposure.

Improved Security: No document uploads, secure key management.

User-Friendly: Seamless browser integration, simplified certificate 
handling.

Compliance with GDPR/LGPD, reduces platform liabilities.

Future Work
- Multi-signature processes (doc. Share/secret share);
- Optimizing performance;
- Browser security study



 

Obrigado!

wellington.fernandes@posgrad.ufsc.br
Wellington Fernandes Silvano

Contato


