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Trabalhos relacionados
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- Objetivos

- Estudar o impacto da SameSite na exploracao da XSSi
- Observar a vulnerabilidade em navegadores atualizados
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Ambiente de
Testes




- Autenticacao e controle de permissao: 200 / 403
- Samesite: None, Lax, sem declaracao
- 3arquivos vulneraveis: ]SONP, Javascript, Imagem
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Exploracao de cada caso implementado
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« Cliente

- Navegadores atualizados (Jan/2024)

- Chromium, Chrome, OperaGX, Opera, Edge, Vivaldi,
Avast Secure Browser, Firefox, Brave, Tor, Librewolf
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Firefox

Mudanca de comportamento a partir da 1021esr
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tcexssi.duckdns.org/tec.jsonp

200 0K (@

HTTP/1.1
75 B (tamanho 75 B)

strict-origin-when-cross-origin
» Cabecalhos da resposta (258 B)

Cabecalhos da requisicao (422 B)
Accept: */*
Accept-Encoding: gzip, deflate, br
Accept-Language: pt-BR pt,q=0.8,en-US;q=0.5,en;q=0.3
Connection: keep-alive
Cookie: authenticated=true
Host: tcexssi.duckdns.org
Referer: http.//tccatacante.duckdns.org/
Sec-Fetch-Dest: script
Sec-Fetch-Mode: no-cors
Sec-Fetch-Site: cross-site
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:102.0) Gecko/20100101 Firefox/102.0
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://tcexssi.duckdns.org/tec.jsonp

403 Forbidden (?)
HTTP/1.1
502 B (tamanho 285 B)

strict-origin-when-cross-origin
» Cabecalhos da resposta (217 B)

» Cabecalhos da requisicdo (394 B)
Accept: */*
Accept-Encoding: gzip, deflate, br
Accept-Language: pt-BRpt;q=0.8,en-US;q=0.5,en;q=0.3
Connection: keep-alive
Host: tcexssi.duckdns.org
Referer: http.//tccatacante.duckdns.org/
Sec-Fetch-Dest: script
Sec-Fetch-Mode: no-cors
Sec-Fetch-Site: cross-site
User-Agent: Moxzilla/5.0 (Windows NT 10.0; Win64; x64; rv:102.0) Gecko/20100101 Firefox/102.0




Exploracao para SameSite=None em 7 navegadores
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None | Lax | Sem declaracao
Casos explorados 3 0 0
Navegadores explorados 7 0 0
Navegadores nao explorados 4 11 11
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Ocorreu

Navegador Versao exploracao? Base Lancamento
Chromium 120.0.6099.224 Sim Propria 12/01/2024
Chrome 121.0.6167.86 Sim Chromium | 25/01/2024
OperaGX 106.0.4998.61 Sim Chromium | 25/01/2024
Opera 106.0.4998.52 Sim Chromium | 18/01/2024
Edge 120.0.2210.144 Sim Chromium | 17/01/2024
Vivaldi 6.5.3206.57 Sim Chromium | 24/01/2024

Avast

Secure Browser | 120.0.23647.224 Sim Chromium | 19/01/2024
Firefox 122.0 Nao Prépria 23/01/2024
Brave 1.61.120 Nao Chromium | 17/01/2024
Tor 13.0.9 Nao Firefox 22/01/2024
Libre Wolf 122.0-1 Nao Firefox 24/01/2024
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Conclusoes e
Trabalhos futuros




« Conclusoes

- Estratégia de mitigacao baseada na SameSite
- Divergéncia de padronizacao de implementacao da
SameSite e SOP
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» Trabalhos futuros

- Estudo de outras vulnerabilidades
- Analise de cddigo fonte
- Impacto em imagens
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Obrigado!



