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Selecdo de caracteristicas

e O que é? E o processo de escolher um
subconjunto de caracteristicas mais
relevantes.

e Objetivos:
o Reduzir o tempo de treinamento
o Melhorar o desempenho do modelo de
classificacdo
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Selecao de caracteristicas: Desafios
e Alta dimensionalidade
\.’_ e Redunddncia
e Irrelevancio
\ / e Inferpretagdo do modelo

e Ajuste excessivo de ruidos
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Selecao de caracteristicas: Beneficios

T
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e Economia de recursos
e Reduc¢do no tempo de treinamento

e Melhoria na performance
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SigAPI

Desempenho de RFERandom ao longo do processo de selecao
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SigAPI: Desafios

e Definicdo manual do numero minimo de caracteristicas
e Escolha da melhor técnica de pré-selecdo
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SigAPI
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SigAPI AutoCraft

MSBSea 2
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NUumero minimo de caracteristicas
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NUumero minimo de caracteristicas
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Técnica de selecdo
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Datasets

=
.

MSBSea 2

10 datasets distintos
Dominio de deteccdo de malware Android
Tipos de caracteristicas

o Chamadas de API

o Permissoes
Balanceamento e reducdo
o Random under sampler
o Valor qui-quadrado
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Datasets

Datasets Balanceados Amostras
Datasets Caracteristicas Benignas Malwares Total
Androcrawl 81 10.170 50% 10.170 50% 20.340
Drebin-215 215 5555 50% 5555 50% 11.110
Adroit 166 3.418 50% 3.418 50% 6.836
Android Permissions 151 9.077 50% 9.077 50% 18.154
Kronodroid Real Device 286 36.755 50% 36.755 50% 73.510
Defensedroid Katz 200 5.222 50% 5.222 50% 10.444
Defensedroid Degree 200 5.222 50% 5222 50% 10.444
Defensedroid Closeness 200 5.222 50% 5.222 50% 10.444
Defensedroid PRS 200 5.975 50% 5.975 50% 11.950
MH-100K 200 10.000 50% 10.000 50% 20.000

MSBSco



Resultados

Datasets Completos SigAPI Original SigAPI AutoCraft

Datasets

Caracteristicas | Roc_AuC | Redugao | RoC_AuC | Redu¢ao | RoC_AuC

Androcrawl 81 97.4% 97.5% 82.8% 76,6% 95.6%
Drebin-215 215 99.8% 99.5% 78.5% 85.2% 99.4%
Adroit 166 91.3% 99.3% 82.4% 89.8% 90.1%
Android Permissions 151 70.8% 98.6% 58.8% 76.9% 69.9%
Kronodroid Real Device 286 99.7% 99.3% 82.6% 87.5% 99.1%
Defensedroid Katz 200 98.8% 99% 79.5% 88% 96.1%
Defensedroid Degree 200 98.8% 99% 79.5% 88.5% 95.3%
Defensedroid Closeness 200 99.1% 99% 78.8% 88% 95.5%
Defensedroid PRS 200 96.9% 99% 78.1% 86% 95.5%
MH-100K 200 96.6% 99.5% 95.4% 97.5% 95.4%

MSBSea
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SigAPI AutoCraft: Vantagens

MSBSeo

Capacidade de generalizagdo independente
do dataset

Condicdo de parada dindmica e automdatica
Mantém uma taxa de reducéo elevada
Mantém o resultado de predi¢do do dataset
reduzido proximo ao dataset completo

Bom seletor de caracteristicas
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Repositorio

Exemplos de uso
Documentacgdo

Scripts de demonstracdo
Uso em docker

Links

@ python’ O @'docker

MSBSco
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Demonstracao

MSBSco
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